BLACKLYNAWS F1
INSTANCE SET

Launching a BlackLynx AWS F1 Instanc

Version 1.0

BlackLynx specializes in rapid search of big data
sets without the need to transform or index the
data. Our proprietary algorithms make the best
use of available hardware (CPU, GPU or FPGA) to
search raw unstructured text, CSV, JSON, XML
and/or PCAP (PaekCapture Data) files natively.
This document provides instructions for launching
the BlackLynx solution in an AWS F1 instance.
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BlackLynx specializes in rapid search of big data sets without the need to transform or index the data. Our
proprietary algorithms make the best use of available hardware (CPU, GPU or FPGA) to search raw unstructured
text, CSV, JSON, XML and/or PCAP éP@&elpture Data) files natively.

The BlackLynx capabilities are accessed through the many BlackLynx provided interfaces including:

T

=A =4 =4 =4

Standard language libraries which may be integrated into your own applications through a

programmatic interface (C, C++ydaand Python),

command line,

a RESTful API (used by the Splunk Apps),

web API, and

ODBC and JDBC connectors which take SQL queries and apply them to CSV, text, JSON, XML or PCAP
data as if they where in a relational database.

The BlackLynx searches @dso be configured to udeltools for data visualization such &plunk (via Splunk
Apps),Tableau, Microsoft Power Bl (via the ODBC connector) or Google Earth using KML outputs from the
BlackLynx Geospatial queries.
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BlackLynx AMIn AWS

BlackLynx has a publicly available AMI in AWS which can be used to launch one or more F1 instances (FPGA
enabled). The name of the AMI isBlackLynx-f1-ubuntu-16.04-vers-1.0.0

IMPORTANTAfter you instance is enabtyou MUST email or call BlackLynx et to obtain a license

Send email tasupport@blacklynx.tech

From the AWS Console you can find the AMI by s@agdh the Community AMRE 2 Bldckaynx-f1€ |

in screen image below.

aws Services v  Resource Groups v %

1.Choose AMI 2 Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6 Configure Security Group 7. Review

Step 1: Choose an Amazon Machine Image (AMI)

Ll Albertoleyva v  N.Virginia ¥ Support ¥

Cancel and Exit

An Al is a template that contains the software configuration (operating system, application server, and applications) required to faunch your instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or you can select one of your own AMIs.

BlackLynx-f1

Quick Start (0)

My AMis (1)

@®

BlackLynx-f1-ubuntu-16.04-vers-1.0.0 - ami-071e32a1d13388b1e

BlackLy e FI=0B0

AWS Marketplace (18)
Root devioe

Community AMis (1)

The following results for "BlackLynx-f1" were found in other catalogs
~ Operating system

18 results in AWS Marketplace
Amazon Linux

Cent 0S8

«
Debian ©

Fedora (]

Gentoo

openSUSE

Other Linux a4

Red Hat L) &
SUSE Linux

Ubuntu ®

Windows &

~ Architecture
32-bit (xB6)
64-it (xB6)
64-bit (Arm)

~ Root device type

EBS
Instance store

@ Feedback (@ English (US)

1to10of 1 AMIs

/ 84-bit (x86)

served.  Privacy Policy

Terms of Use

Selectinghe F1 Instance

Once the AMI has been selected, the console will present you with a selection for Instanc&/®@ypeY dza { £

select an F1 instance from the list.

¢KSy aStSOG a/ 2y FAIdzNB
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aws Services v  Resource Groups v

7. Review

e AMI 2 Chooseinstance Type 3. Configure Instance 4

Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinatians of GPU, memory, storage, and networking capacity, an
your applications. Learn more about instance types and how they can meet your computing needs.

& you the flexibilty to choose the appropriate mix of resources for

Filter bf

GA instances urrent generation v Show/Hide Columns

Currently selected: f1 2xlarge (26 ECUs. 8 vCPUs, 2.3 GHz, Intel Xeon E5-26! 122 GiB memory, 1 x 470 GiB Storage C:

ity)

Family Type VCPUs (i Memory (GiB) Instance Storage (GB) (i EBS-Optimized Available i Network Performance i IPv6 Support (i
. FPGA instances 1 2xlarge 8 122 1x 470 (SSD) Yes Up to 10 Gigabit Yes
FPGA instances 1 dxlarge 16 1940 (SSD) Yes Up to 10 Gigabit Yes
FPGA instances 1.16xlarge 64 976 4940 (SSD) Yes 25 Gigabit Yes

Cancel  Previous Review and Launch Next: Configure Instance Details

@ Feedback (@ English (US)

z

2dz gAtf y2¢ oDnfignBrsdyck OREBR 1 K &

2. Choose Instan

Purchasing option (i Request Spot instances
Network (3 vpe-76de3e 12 | Defaull VPC (defaull) v] C Create new VPC
Subnet (j) [Nopraference (defaull subnet in any Avallabiify Zon v]  Creats new subnet

Auto-assign Public P (i) [Use subnet sefiing (Enable) v

Placement group (i Add instance to placement group
Capaclty Reservation (i) pen ¥] C Create new Capacity Reservation

S3FullAccess v] C Create new 1AM role

CPU options (7 Spesty GPU options &

Shutdown behavior Stop v

Enable termination protection Proteet against accidental termination

i Enable CloudWatch detailed monitoring
Additional charges apply

EBS-optimized instance

re instance v
r dedicated tenancy

Shared - Run a shared har
Additional chargs

Tenancy

apply
Elastic Inference Add an Elastic Inference aceelerator
Additional charges apply

¥ Advanced Details

® As text © Asfile [ Inputis already basef4 encoded

# g
#Use strong password
PASS=<enter desired password>

INSTANCES
p tools/set_ryft pass.sh SPASS

tools/prepare_consul_clustersh SINSTANCES =

/

Cance | provius -

@ Feedback (@ En
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Of particularimportance in this screen will be the:

T Number of instances
1 IAM Role
 Advanced Details

Number of instances
This selection will default to 1. However, if several are needed, then increase the number and theallunch
configure the desired amount and a cluster will be created.

IAM Role
It is recommended that the instance have at least access to the S3 repository so files can be copied over easily.
This can be done by selectingan IAMRoe1 S a{ oCdzf f! OOS&aa¢

Adwanced Details
In the advanced details user data cut and paste the following:
#!/bin/bash - ex

#Please update following variables
#Use strong password

PASS=mypasswd

INSTANCES=1

lusr/local/share/ryft - tools/set_ryft_pass.sh $PASS

/usr/local/share/ryft - tools/pr  epare_consul_cluster.sh $INSTANCES

1 PASS is the password that will be used by the RestFull JSON skyped¢he password.
T Lb{¢! b/ 9{ aK2z2dzZ R YIGOK GKS dabdzYoSNJ 2F LyaiulyoOSat¢

Add Storage

The F1 instances come configured with NVMe drives famab performance on read/write. The solution will

dzaS GKS bxaS RNAGSAE FT2NJ Ada REaGlF FO00Saa FyR ONBIGS
instance comes with 470GB capacity on the NVMe drive. If more is desired, we recommend selectjagF1

where the NVMe storage is increased.

2S | taz2 NBO2YYSYR GKIG GKS 45StS0S 2y ¢SNNAYylLGA2YE
associated EBS drive (for the &8l applications) is also terminated. Otherwise you may inaemty leave up
volumes which are no longer needed.
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Resource Groups v

e Instance 4. Add Storage

Step 4: Add Storage

Your instance will be launched with the following storage d
edit the seftings of the reot volume. You can also attach ad
storage options in Amazon EC2

settings. You can attach additional EBS volumes and instance store volumes to your instance, or
ional EBS volumes after launching an instance, but not instance store volumes. Leam more about

Volume Type (i Device (i Snapshot (i Size (GiB) (i Volume Type (i 10PS (i :;;‘;;‘]9"?“‘ Delete on Termination (j Encrypted (i
i
Root devisdat snap-05R21677a69a7300  [752 General Purpose SSD (gp2) v] 2513000 NA @ Not Encrypted
ephemerald [devinvmeOn1  NIA 470 NVMe SSD NiA NA NiA Hardware Encrypted
Add New Volume
Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Learn more about free usage tier eligibilty and
usage restrictions. N

Cancel | Previous Review and Launch Next: Add Tags

@ Feedback (@ English (US) 4 PrivmeyPoiey  Terms of Use

Add Tags
It is recommended that a Name tag is added so the instance is easily identified in the EC2 console.

*

0 EC2 "
Key Value Instances (i) Volumes (i
Har [y testblackly e 1 . - )
Add anather tag

Previous Nex: Configure Security Group

@ Feodback @ English (US) . e of Use

BlackLynx AWS F1 Instancgetup BlackLynx, Inc. ©2019  Page |



BlackLynx AWS F1 InstancBetup

Configure Security Group
The following security group example depicts the ports that should be opened. It is recommendtuethat

ports be restricted tallow access from known IP addresses ok S I NP dzLJ a K 2 dzf R

wdzf S ¢
only.

0SS ONSBI

2 Yy Note Shat thlasBiee/port (ranges) on the listhould berestricted to internal access

Type (i
HTTP v
HTTP v

Custom TCPF v

Custom TCP I v

SsH v

Custom TCPF v

HTTPS v

HTTPS v

Custom TCPF v

Custom TCP I v

Custom TCPF ¥

Add Rule

Services v

Edit inbound rules

Protocol (i

TCP

cp

TcP

TCP

cp

TcP

TCP

cp

TcP

TCP

cp

Port Range (i Source (i Description (i

80 Custom v ||0.0.0.00 HTTP [<]
80 Custom v |20 HTTP [x]
3080 Custom v [|0.00.0/0 Rest Service for PCAP [%]
5080 Custom v ||:/0 Rest Service for PCAP [x]
22 Custom v [|0.0.0.010 SSH for Admin [x]
7409 Custom v [|0.00.0/0 ODBC/JDBC connection (%]
443 Custom v ||0.0.0.0/0 HTTPS [x]
443 Custom v |20 HTTPS [x]
8765 Custom v |sg-0962d285¢a4904bde Rest service - sg-0962 (%]
8500 Custom v | |sg-0962d285¢a4904bde Consul - sg-0962d285ca [%]
9300 - 8600 Custom v | |sg-0962d285ca4904bdc Consul - sg-0962d285¢ca... [x]

NOTE: Any edits made on existing rules will result in the edited rule being deleted and a new rule created with the new details. This will cause traffic that depends
on that rule to be dropped for a very brief period of time until the new rule can be created.

Cancel ﬁ

1. Choose AMI

2. Choose Instance Type

3. Configure Instance 4. Add Storage

Resource Groups ~ *

5. Add Tags 6. Configure Security Group 7. Review

Step 6: Configure Security Group

A security group is a set of firewall rules that contrel the traffic for yeur instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server and allow Internet traffic to reach your instance, add rules

that allow unrestricted access to the HTTP and HILRSspes

aate a new security group or select from an existing one below. Leam mere about Amazen EC2 security groups.

Assign a security gfoup: ©Create a new security group.

Type (i
SSH -

Add Rule

Security group name:

Description:

~Select an existing security group
launch-wizard-141
launch-wizard-141 created 2019-05-30T12:17:51.732-04.00

Protocol (i Port Range (i Source (j

[TCP 22 Custom v ||0.0.0.0/0

Jal

Alberto Leyva +

Description (i

[e.g. SSH for Admin Desktop

N. Virginia ~

Suppert ~

AR Warning

ules with seurce of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access from known IP addresses only

@ Feedback @ English (US)

Inc. or its affiiates. d

Cancel | Previous = :EVEVERLIENLE )

Privacy Poiicy

Terms of Use

In order to restrict theports to internal access only, the security group must be edited after it is created so the

securityd 3 NP dzLJcay beasSigned to those portShis step can be done after launch if desired.
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W,
aws Services v  Resource Groups ~

EC2 Dashboard

Actions v

. FRS )
vents
Tags roup Name : BlackLynx " T1040f4
Reports
~ GroupID VPCID Owner Description
Limits
- (] 5aBbidatedB9991h lackLynx-x86-toolkit-ubuntu-16.04-vers-1.0.0 Vpe-76dc3c12 178552692134 BlackLynxx86-toolkit-ubuntu
»
Instances Security Group: g-05a8bfdaBed89991b mBA
Launch Templates
Spot Requests Description | Inbound | Outbound | Tags
Reserved Instances
Dedicated Hosts
Scheduled Instances » ’ .
28 Protocol (i PortRange (i Source (i Description (i
Capacity
Reservations HTTP TCp 80 0.0.0.0/0
- HTTP TcP 80 0
AMis SSH Tcp 2
Bundle Tasks ssh Tep 2 0
- HTTPS TcP 443 0.0.0.0/0
HTTPS TcP 443 0
Volumes

Snapshots

Lifecycle Manager

Security Groups
Elastic IPs

Placement Groups

EC2 Dashboard
i Create Security Group TG a
Events Ao %0
Tags < @, Group Name : Biacklynx Add fiiter © 1« < 1w4ofs > 3
Reports
Name ~ GroupID - Group Name - VPCID - Owner =~ Description
Limits
- BlackLynx-xB5-toolki-ubunt =«
INSTANCES Edit inbound rules X L
Instances -
Launch Templates Type (i Protocol (i Port Range (i Source (i Description i
Spot Requests = o
Reserved Instances
Dedicated Hosts - L ¥ = 0 i )
Scheduled Instances + v| fce .
Type | L
Capacity : 1 =
Reservations e ] (]
. HTTP — o
IMAGES
HTTP v| fop v
AMIs SSH °
Bundle Tasks s Piv) BE vip. J (]
- HTTPS 3 (]
K —
HTTPS a
Volumes CustomTCPI v |  TTCP 8 ]
Snapshots
v J v 0
Lifecycle Manager
= Add Rule
NETWORK & r tod wit f
o E: Any edi ) rule J a new rule crea a t
| Security Groups y )
Elastic IPs
Foisors |8 ()

Review and Launch
In this screen you can do a final review of your selections prior to launching the instance.
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Alberto Leyva v

1. Choose AM &. Gonfigure Security Group 7. Review
Step 7: Review Instance Launch
~ Instance Type Editinstance type
Instance Type ECUs vCPUs Memory (GiB) Instance Storage (GB) EBS-Optimized Available Network Performance
1.2xlarge 26 8 122 1x 470 Yes Up to 10 Gigabit
¥ Security Groups Edit security groups
Security Group ID Name Description
5g-0962d285ca4904bde blacklynx-dema BlackLynx ports
All selected security groups inbound rules
Type (i Protocol (] Port Range (] Source (j Description (]
HTTP TCP 80 0.0.00/0 HTTP
HTTP TCP 80 0 HTTP
Custom TCP Rule TCP 8080 Rest Service for P..
Custorn TCP Rule TCP 8080 i) Rest Service for P. %
SSH TCP 2 0.0.0.0/0 SSH for Admin
Customn TCP Rule TCP 7408 0.0.00/0 QDBC/JDBC connecti
HTTPS TCP 443 0.0.0.0/0 HTTPS
[ TCP a3 0 HTTPS
Custom TCP Rule TCP 8765 sg-0962d2 dbde (blacklynx-dem Rest service - sg-
Custom TCP Rule TCP 8500 5g-0962d2; dbde (blacklynx-dem  Consul - sg-0962d2.
Custorn TCP Rule TCP 6300 - 8600 idbde (blacklynx-denr  Consul - sg-0962d2
» Instance Netails Edit instance details ~

Cancel | Previous m

@ Feedback @ English (US) Privacy Policy ~ Terms of Use

Lastly, you will have to select an AWS key pair to access the instance. It is ragdiggzlmust have access to
the selected private key file in order to SSH to the instance. Below is an example (you have to use your own).

BlackLynx AWS F1 Instancgetup BlackLynx, Inc. ©2019  Pade |
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Select an existing key pair or create a new key pair X

Akey pair consists of a public key that AWS stores, and a private key file that you store. Together,
they aliow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMls, the private key file allows you to
securely SSH into your instance. N

Note: The sellected key pair will be added to the set of keys authorized for this instance. Leam more:
about removing existing key pairs from a public AMI

[Choose an existing key pair i
Select a key pair
[blackiynx-demo v

@1 acknowledge that | have access to the selected private key file (blacklynx-demo.pem), and
that without this file, 1 won't be able to log into my instance.

Cancel [EETEIGERTEEES

Connecting to the Instance

Once the instance is launched and running as depicted in the EC2 console, youncaonihect to it by
A5t 800AYy3 (KS a/2yySs0ié odzitizyo
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Services v Resol

EC2 Dashboard
Events

Tags

Reports

Limits

Instances
Launch Templates
Spot Requests
Reserved Instances
Dedicated Hosts
Scheduled Instances

Capacity
Reservations

AMIs

Bundle Tasks

Volumes
Snapshots

Lifecycle Manager

Elastic IPs

Placement Groups
Key Pairs

Network Interfaces

Load Balancers

Target Groups

Launch
Configurations

Auto Scaling Groups

Groups v

search : my-test-blackiynx

@ Name

@ my-estblacklynx-f|

Instance:

Description | Status Checks

Instance type
Elastic IPs

Availability zone

Security groups
Scheduled events
AMIID
Platform
1AM role

Key pair name

Launch time
Termination prots

tion
Lifecycle
Monitoring
Alarm status
Kemel ID

RAM disk ID
Placement group

Partition numbe;

-014242945¢8cBe3f (my-test-blacklynx-f1)

Instance ID Instance Type - Availability Zone - Instance State «

1434204508033 1.2vlarge us-east-1b @ running

Public DNS: ec2-3-86-204-175.compute-1.amazenaws.com

Monitoring || Tags

running

11.2xlarge

us-east-1b

Kiynx-demo. v rules. outbound rules

7 62134

Apiil 17, 20 20 PM UTC- s than one hour)
False

normal

basic

Affinity
State transiton reason

Status Checks ~  Alarm Status Public DNS (IPv4) 1Pv4 Public IP IPV6 IPs
& 22 checks None s ec2-3-35-204-175.com. 3.86.204.475 -
Public DNS (IPvd) 86-204-175.compute-1.amazonaws.com

Pyd Public IP

Subnet 1D

work i

Source/dest ¢
T2T3 Unlimited -

Elastic Graphics ID -

Elasic Inference accelerator D -
Capacty Reservation -
Capacity Reservation Settings ~ Open

Key Name

blacklynx-demo

pport v

L ]

1to1of1

Monitering

[ cisabled

_}_R=!
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